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Toward Secure Distribution of Electronic Health Records:
Quantitative feasibility study on secure E-mail systems for sharing patient records

Yuichiro Gomi', Hiroki Nogawa® and Hiroshi Tanaka’
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If the quality and efficiency of medical services
are to be ensured, electronic health records (EHR)
and EHR-supporting infrastructure must be preva-
lent. Many hospitals, however, have EHR systems
for their internal use only, and the standardization
process for the exchange of medical information is
still in process. This standardization process
addresses information security and is considering
public key infrastructure (PKI) as one security
measure, but PKI is rarely used by medical prac-
tioners because of its poor user-friendliness.

Here we propose an effective use of the identity-
based encryption (IBE) system as a security mea-
sure. This system enables us to send encrypted
and signed messages without requiring the
receiver to get a public key, and it enables us to
deliver secured messages to ambiguous receivers
like those to whom letters of reference are sent. We
evaluated the feasibility of this technology by
using the analytic hierarchy process, which is an
effective analysis tool when selection and judg-
ment depend on nonquantitative psychological
factors, to analyze the results of an experiment in
which medical workers used E-mail agents with
and without PKI and IBE. We found that medical
practioners and researchers avoid using PKI
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because of its poor user-friendliness and instead
use IBE even though it is harder to install. We
therefore think IBE would encourage medical
institutions to share patient records.
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Introduction

The Japanese Ministry of Health, Labour and
Welfare’s “Grand design toward information of the
field of health medical care” notes that the quality, effi-
ciency, and fairness of medical services cannot be
ensured in the absence of unbiased and objective infor-
mation about medical practice. Such information can be
collected only through electronic health records
(EHR), and many advanced hospitals have developed
and implemented EHR systems designed for internal
use. Patient records are not widely shared between
hospitals and clinics, however, because standards for
the exchange of medical information are still being
designed’. One of the measures recommended to
ensure the security of electronically recorded medical
information is public key infrastructure (PKI)**, but we
have been unable to find hospitals using the PKI sys-
tem successfully or to find reports of research evaluat-
ing the PKI system in medical practice. We think this is
due to the user-unfriendly interfaces of present PKI
technology, which requires verification software to be
installed in message-receiving personal computers.
This is probably why most hospitals still exchange med-
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ical information in the form of conventional healthcare
records on paper.

Here we focus on feasibility of instead using an iden-
tity-based encryption (IBE) system® that enables us to
send encrypted and signed messages without first get-
ting the public key certificate of the receiver® and to
deliver secured messages to ambiguous receivers
like those to whom letters of reference are shown. We
evaluated the feasibility of this IBE technology and
examined the security consciousness of medical
workers by having them fill out questionnaires after par-
ticipating in an experiment using both PKI and IBE. We
analyzed the questionnaire results by using the analyt-
ic hierarchy process (AHP), which is an effective tool
when selection and judgment depend on nonquantita-
tive psychological factors”®.

Health Level Seven (HL7) is a standards-developing
organization producing global standards for sharing
patient records’, but we evaluated security measures
for E-mail systems because HL7 does not yet define
security measures. E-mail systems are already much
more widely used for sharing patient records, and
there are many proposals for securing E-mails
because E-mail systems have no default security
measures.

In this paper we describe our experiments and
results, suggest reasons that security measures for E-
mails have not become popular, and discuss the feasi-
bility of IBE for use in the exchange of medical infor-
mation.

Materials and Methods

Subjects

The twelve persons voluntarily participating in our
experiment were three physicians, one dentist, one
nurse, one clinical laboratory technologist, three med-
ical researchers, and three medical school students.

Basic concept

As shown in Fig. 1, PKI technology forces us to
obtain a public key of the receiver from the key server
before sending encrypted and signed messages to that
receiver. IBE technology, however, enables us to send
encrypted and signed messages without first obtaining
a public key of the receiver (Fig. 2).

The key distribution of IBE systems can be summa-
rized as follows. A key server distributes the public
parameters for all users and then issues a private para-
meter to each user. A sender encrypts a message with
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Fig. 1. Alice uses PKI service to send Bob a secure E-mail.

Step 1: Bob contacts the key server, which contacts a directory or
other external authentication source to authenticate Bob’s identity and
establish any other policy elements.

Step 2: After authenticating Bob, the key server returns his private key
and public key via a secure tunnel (like SSL). This private key can be
used to decrypt all future messages received by Bob.

Step 3: Bob sends Alice his public key.

Step 4: Alice encrypts the E-mail using Bob’s public key.

Internet

/
K@

Key server

Alice
® ©)
\ Q(</ ba
__ >

Internet

X ¥

Bob

Fig. 2. Alice uses IBE service to send Bob a secure E-mail.

Step 1: Alice encrypts the E-mail using Bob’s E-mail address as the
public key.

Step 2: When Bob receives the message, he contacts the key serv-
er. The key server contacts a directory or other external authentica-
tion source to authenticate Bob’s identity and establish any other pol-
icy elements.

Step 3: After authenticating Bob, the key server then returns his pri-
vate key, via a secure tunnel (like SSL), with which Bob can decrypt
the message. This private key can be used to decrypt all future mes-
sages received by Bob.
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Table 1. Specifications of servers used in the experiment.

Category Name

PKI service |VeriSign Class 1 Digital ID

Mailer Outlook Express (version was trier's choice)

a public key (i.e., with both a public parameter and the
receiver’s E-mail address), and the receiver decrypts
the message with a private key (i.e., with both a private
parameter and the receiver’s E-mail address).

The PKI and IBE system have different flows of pub-
lic key exchange, but their security strengths are sup-
posed to be the same. IBE uses bilinear mapping on
elliptic curves to calculate a public/private key pair from
a simple, well-recognized identity or role®.

The target E-mail agent in our experiment was
Microsoft’s Outlook Express (OE) because both PKI
and IBE are available with this agent, and we excluded
possible effects of different user-interfaces by compar-
ing security procedures between plain OE, OE with
PKI, and OE with IBE.

Method

Detailed specifications of the experiment are listed in
Table 1. PKI service and IBE service were installed in
separate servers, and a WWW server was configured
for collection of questionnaire data. Each of these
servers was connected to the Internet.

Each of the twelve participants experienced opera-
tions ranging from configuration to sending/receiving E-
mails with the three different types of OE: plain OE, OE
with PKI, and OE with IBE (Fig. 3)'*"". Before and after
the operations they filled out questionnaires through the
prepared Web pages.

We prepared sample of letter of reference (32 KB, in
Japanese) that was used in sending/receiving E-
mails, and we used the AHP in analyzing the results
because it is effective when quantitative judgment
measures are not available. The AHP gives structures
for evaluation elements based on a psychological
model, quantizes the difference of importance for
each element by pair comparison, and evaluates a plan
with its substitutes.
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Fig. 3. Screenshots of Outlook Express equipped with PKI or IBE.
PKI: The items labeled A are commands for PKI encryption and sig-
nature, and the item labeled B is an icon for sending E-mail.

IBE: The item labeled C is an icon for IBE encryption and sending E-
mail.

initial setting
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sending E-mail
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receiving E-mail | |
is easy 1
prior public key |
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is unnecessary 1 PKI mailer
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Fig. 4. Psychological structure model (AHP model) we propose for
the E-mailing of letters of reference in medical institutions.

Items investigated

For AHP analysis we assumed the psychological
structure model of E-mail messaging for letters of ref-
erence in medical institutions that is shown in Fig. 4.

Layer 1 shows the most abstractive notion of decision
making, layers 2 and 3 are evaluation items, and layer
4 is the mailer software to be selected. We according-
ly made questionnaires consisting of the set of one-pair
comparisons shown in Fig. 5.
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Layer 2
Which is more important for a mailer suitable for sharing patient records?
user friendly +++++++ security is high
Layer 3
Which is more important for user—friendliness?
initial setting is easy +++++++ sending E-mail is easy
initial setting is easy +++++++ receiving E-mail is easy
initial setting is easy +++++++ prior public key acquisition is unnecessary
sending E-mail is easy +++++++ receiving E-mail is easy
sending E-mail is easy +++++++ prior public key acquisition is unnecessary
......receiving E-mail is easy *t++++ prior public key acquisition is unnecessary. |
Which is more important for high security?
spoofing countermeasure +++++++ repudiability countermeasure
spoofing countermeasure +++++++ tampering countermeasure
spoofing countermeasure +++++++ sniffer countermeasure
repudiability countermeasure +++++++ tampering countermeasure
repudiability countermeasure +++++++ sniffer countermeasure
tampering countermeasure +++++++ sniffer countermeasure

Layer 4

For which is

plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++

For which is it more important that initial setting is easy ?

PKI mailer
IBE mailer
IBE mailer

it more important that sending E-mail is easy?

plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++

PKI mailer
IBE mailer
IBE mailer

it more important that receiving E-mail is easy?

plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++

PKI mailer
IBE mailer
IBE mailer

it more important that public key acquisition is unnecessary ?

plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++
it more important that there
plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++
it more important that there
plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++
it more important that there
plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++
it more important that there
plain mailer +++++++
plain mailer +++++++
PKI mailer +++++++

PKI mailer
IBE mailer
IBE mailer

is a spoofing countermeasure?
PKI mailer
IBE mailer
IBE mailer

is a repudiability countermeasure?
PKI mailer
IBE mailer
IBE mailer

is a tampering countermeasure?
PKI mailer
IBE mailer
IBE mailer

is a sniffer countermeasure?
PKI mailer
IBE mailer
IBE mailer

Fig. 5. Questionnaires made from AHP model shown in Fig. 4.

The symbol “+++++++" represents a one-pair comparison scale, and our experimental partic-

ipants selected one point in each scale for each item in the questionnaire.

Analysis method

One-pair comparison between items investigated in
each layer was done by showing visual scales as in Fig.
6 to each volunteer. Here we denote items to be com-

pared as O, and O,

When a person judges O, to be “more important”
than Oj, the score would be 2, which means that the
O;:0, importance ratio is 2:1. In contrast, when a person
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Fig. 6. Scale for comparing the importance of objects O, and O,.

judges O to be “more important” than O, the score
would be 1/2, which means the O;:0, importance ratio is
1:2.

The results were quantized into ratios as mentioned
above, and arranged into a one-pair comparison
matrix:

a, ap ay,
a a a
21 2 2
A= [a[..]— : !
i :
1
anl anZ ann ( )

where aij is an importance ratio of O, to O,, n is the
number of items investigated in each layer, and

aj,.=1/a,.j . (2)

An importance index of O, was calculated as a geo-
metric mean (GM,) of each row of matrix A:

(3)

Weight of importance (w) is a standardized impor-
tance index such that the total sum of GM, equals 1:

w,=GM,/ > GM,. 4)
i=1
To evaluate results from multiple persons, we
defined a;, as the importance ratio of O, to O, for the ki,
person and calculated a; as follows:

]
a, = a,
k=1 (5)

where m is the number of the volunteers involved in this
experiment. This calculation was repeated from the top
layer to the lowest layer.

The weight of importance of each item in layer 4 was
calculated by multiplication of the weights of importance
of items from the top layer to the lowest along the path
in the psychological model. This weight of importance
represents the total evaluation value of each selection
factor or substitute plan”®.

To exclude inconsistent data from the results, we cal-
culated a consistency index (C.l.) of each person as
explained below and used the results when C.I. was
within a predefined standard (0.1). We first calculated

x=(4 - w) (6)
where
SE— )

and then calculated

A =(ixi/wiJ/n’ (8)

From which we obtained the consistency index as

Ao — 1

Cl.= 1 (9)

By multiplication of weights of importance calculated
as explained above, we obtained a total evaluation
value used to quantify the effectiveness of secure
communication.

To find statistically significant differences between the
total evaluation values of each mailer, we performed
Friedman tests between total evaluation values for
each person.

Results

Table 2 shows a result of the experiment. We used all
the scores, because the adjustment degrees of
scores of all the persons were within the standard
value.

The total evaluation score was highest for the mailer
with IBE (w = 0.369), lowest for the mailer with PKI
(w=0.304), and intermediate for the plain (non-
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Table 2. Results of AHP analysis.

weight weight (substitute plan)

(selection|  plain PKI IBE

fact.) mailer mailer mailer
initial setting is easy _ _____________._.._].. 0131 ;. 0071 1 0021 . 0040 |
sending E-mail iseasy | | 0107 i 0051 i 0022 0034
receiving E-mailiseasy ] | 0127 i 0055 @ 0033 : 0039
prior public key acquisition is unnecessary | 0.172 ! 0082 ! 0030 : 0.060
spoofing countermeasure | 0111 | 0016 0046 : 0049
repudiability countermeasure | 0085 . 0013 : 0036 : 0036
amparng comtermeasre | 0148 | Gozz | 00 0oz
sniffer countermeasure 0.119 -E 0.019 ? 0.051 E- 0.050
total evaluation score 0.328 I 0.304 I 0.369

The columns with “substitute plan” at the top row show weights of layer-3 items for each mail-
er. These weights were calculated as follows: (1) Weights of each mailer on each item in layer
3 were calculated, (2) weights of items in layer 3 were calculated, and (3) the weights calcu-
lated in steps (1) and (2) were multiplied. The total evaluation values in the lowest row are the
sums of the weights in the corresponding columns.

Table 3. Statistical analysis of AHP results.

standard Friedman test
mean -
deviation Group A | Group B | Group C | Group D
initial settingiseasy | 0164 : 0145 | E. 0O ' o
........ .90
________ )
N L0
e 1.0 .
________ el
________ 1.0
. O
________ A,
SO J
TN
IBE mailer O ,
Significant difference 0.013 | 0.358

We performed Friedman tests onto answers of each person of the 12 volunteers.

Before performing Friedman tests, we categorized selection factors into four groups accord-
ing to natures of selections factors. Group A categorizes mailers to be selected (layer 4), and
Group B includes all selection factors excluding mailers (layer 3). Group C is a collection of
selection factors in view of user-friendliness, and Group D is a selection factor group for secu-
rity consciousness.
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secure) mailer (w = 0.328). The most important factor
for the 12 participants was that “prior public key acqui-
sition is unnecessary” (w = 0.172), and the least
important was “repudiability” (w = 0.085). The plain
mailer tended to get high scores with regard to the
importance of “user friendliness”, whereas the mailers
with PKI and IBE tended to get high scores with
regard to the importance of “security strength”.

The results we obtained using Friedman tests on the
weights of selection factors in the AHP model are listed
in Table 3. Analysis of users’ preference with arithmetic
means (listed in Table 3) showed the same tendency

obtained in analysis with geometric means: IBE > plain
> PKI. The geometric mean of each factor was within
=+ 1 SD of the arithmetic mean. Both “initial setting is
easy” (S.D. = 0.145) and “prior public key acquisition is
unnecessary” (S.D. = 0.109) showed relatively high
standard deviations, and both “sending E-mail is
easy” (S.D. = 0.036) and “receiving E-mail is easy”
(S.D. = 0.029) showed relatively low standard deviation
values.

Before performing Friedman tests, we categorized
selection factors into four groups according to the
natures of selections factors. Group A categorizes
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mailers to be selected (layer 4 in Fig. 4), and Group B
includes all selection factors excluding mailers (layer 3
in Fig. 4). Group C is a collection of selection factors in
view of user-friendliness, and Group D is a selection
factor group for security consciousness. After catego-
rization, we performed Friedman tests on the answers
of each of the 12 volunteers.

Freidman tests revealed significant differences in fac-
tors in Group A (p = 0.013) and Group D (p = 0.031) but
it failed to show any significant difference in Group B
(p=0.358) and Group C (p = 0.537).

Discussion

Comparison between the mailers with PKI and IBE
showed little difference in security-related items, and
the values listed in Table 2 indicate that we can con-
clude that the users evaluated PKI and IBE mailers to
be equally secure. The comparison showed differ-
ences in the ease of initial setting and of sending E-
mail, however. We think these differences were due to
some confusing instructions in the operations and
could be removed by improving the GUI implementa-
tion. The above results can be summarized as follows:
the mailers with PKI and IBE were evaluated to be
more secure than the plain mailer, but the mailer with
PKI was evaluated to be less user-friendly than the
plain mailer and the mailer with IBE.

The “prior public key acquisition is unnecessary” item
obtained the highest score, which means that the
users find convenience more important than security.
Among the security-related items, “tampering counter-
measure” received the highest importance, which
means that the users might fear tampering most in
electronic letters of reference. The “repudiation coun-
termeasure”, in contrast, was the least important item.
We think this result is because users recognize that
repudiation is improbable in practical medical activities.

Statistical analysis of the AHP results (Table 3)
revealed that those results are reasonable. We think
that the reason for the high standard deviation values
for “initial setting is easy” (S.D. = 0.145) and “prior pub-
lic key acquisition is unnecessary” (S.D. = 0.109) were
variations of the volunteers’ knowledge about security.
And we think that the reason for the low standard devi-
ation values for “sending E-mail is easy” (S.D. =
0.036) and “receiving E-mail is easy” (S.D. = 0.029) is
that sending and receiving E-mails is part of the daily
work for the volunteers, so they had already formed
common decision criteria for the user-friendliness of

mailers.

Friedman tests proved that both the mailer selection
order (IBE>plain >PKI) determined by AHP analysis
and the calculated weight of each of the selection fac-
tors in Group D are reasonable and fair.

Quantitative analysis of the results of the security sur-
veillance study reported in this paper has shown that a
sample of medical practitioners and researchers in
medical institutions regard “tampering” as the most
severe security threat and consider electronic signa-
tures and encryption to be effective against it. The
study also showed that PKI technology is so much
complicated and less user-friendly that users do not
select this technology. We think this complexity has pre-
vented PKI service from being widely used by medical
service providers. Our study however also revealed that
medical practitioners use encryption technology if it is
user-friendly enough; that is, if its installation and con-
figuration do not require too much effort. The size of our
surveillance sample (12) might be too small to support
concrete conclusions, but we think this pilot study
suggests some tendencies or inclinations of people pro-
viding medical services. It implies that IBE technology
would be of much help in facilitating widespread use of
electronic patient record sharing. IBE technology is also
applicable across a broad spectrum of medical infor-
mation fields, such as the transfer of patient records
contained in electronic recording devices like DVDs and
USB memories.
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